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1.  Enfocus Customer Facing Data Security
Policy

IT Security Policy

Enfocus has an IT Security Policy in place, which is regularly updated.

The policy’s objective is to define the rules for the use of IT in relation to employment and other
cooperation and to secure a stable and safe IT environment.

It applies to all employees connecting to the Enfocus internal network. It contains guidelines
about workstations, servers and laptops, such as:

• Workstations and servers provided to employees for use in a production environment are
provided by Corporate IT personnel following defined standard models.

• All Enfocus servers and workstations must be equipped with antivirus software supplied by
Corporate IT.

• All Enfocus workstations and servers must be regularly updated with security patches.
• Passwords must be strong and frequently changed.
• It also documents policies for using the internet and e-mail, collaboration tools, including

box.com, remote access and banned and controlled applications.
• Additionally, the sensitivity of information is described.

Customer Facing Data Security Policy

The current document clarifies which additional policies are in place to insure secure handling
of customer data by our customer facing employees. Such policies provide for the following:

• At least once a year, all employees performing customer care services get refresher classes
on general policy compliance, amongst others about handling of confidential information.

• When customers register a call with Enfocus’ customer service, and a log is created, it
happens often that some customer’s data files are provided for further analysis.

• Unless the customer requests otherwise, these data files are transmitted in a safe,
encrypted way. The default delivery method is Enfocus’ proprietary “connector”. Other
means of delivery (such as e-mail, or file transfer websites) will only be used subject to the
customer’s consent.

• Once the call is closed, these data files are erased within a period of thirty (30) days following
the incident closure date. Such data files, to the extent those are part of automated backup
systems, are no longer readily available for access. Further, some data files may be kept
available and stored for a longer time to provide future test data.

• Pertaining to Enfocus’ LAN for use by employees, only dedicated Enfocus inbound VPN
connections are allowed, unless approved differently by Enfocus IT. No outbound VPN
connections are allowed, unless approved differently by Enfocus IT. Visitors, if provided
access to the internet, are only allowed to access the internet through a separate network.
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2.  Copyrights
© 2022 Enfocus BV all rights reserved. Enfocus is an Esko company.

Certified PDF is a registered trademark of Enfocus BV.

Enfocus PitStop Pro, Enfocus PitStop Workgroup Manager, Enfocus PitStop Server, Enfocus
BoardingPass, Enfocus Connect YOU, Enfocus Connect ALL, Enfocus Connect SEND, Enfocus
StatusCheck, Enfocus CertifiedPDF.net, Enfocus PDF Workflow Suite, Enfocus Switch, Enfocus
SwitchClient, Enfocus SwitchScripter, Enfocus TestDrive, Enfocus SwitchScriptTool, Enfocus
Browser and Enfocus Appstore are product names of Enfocus BV.

Adobe, Acrobat, Distiller, InDesign, Illustrator, Photoshop, FrameMaker, PDFWriter,
PageMaker, Adobe PDF Library™, the Adobe logo, the Acrobat logo and PostScript are
trademarks of Adobe Systems Incorporated.

Datalogics, the Datalogics logo, PDF2IMG™ and DLE™ are trademarks of Datalogics, Inc.

Apple, Mac, macOS, Macintosh, iPad and ColorSync are trademarks of Apple Computer,
Inc. registered in the U.S. and other countries. Windows and Windows Server are registered
trademarks of Microsoft Corporation.

PANTONE® Colors displayed here may not match PANTONE-identified standards. Consult
current PANTONE Color Publications for accurate color. PANTONE® and other Pantone, Inc.
trademarks are the property of Pantone, Inc. ©Pantone, Inc., 2006.

OPI is a trademark of Aldus Corporation.

Quark, QuarkXPress, QuarkXTensions, XTensions and the XTensions logo among others, are
trademarks of Quark, Inc. and all applicable affiliated companies, Reg. U.S. Pat. & Tm. Off. and
in many other countries.

This product and use of this product is under license from Markzware under U.S.Patent No.
5,963,641.

Other brand and product names may be trademarks or registered trademarks of their
respective holders. All specifications, terms and descriptions of products and services are
subject to change without notice or recourse.
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